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Workshops were held both prior to LGR and in March to identify a strategic risk register against corporate objectives, working closely with the Senior 

Leadership Team. The strategic risk register format includes a mapping to the Council’s strategic delivery plan; this plan was approved by Executive in 

January 2024, so the strategic themes will be mapped to the Strategic Risk Register from March 2024.

Responsibility for all Strategic Risks are assigned to a member of the Senior Leadership Team and from March 2024 future actions to mitigate risk will 

include an assigned owner and target completion date. Risk reports have been reported to SLT on an 8 weekly cycle, which has recently been increased to 

a 4 weekly cycle for higher scoring risks.

Risk update reports for Cumberland have been presented to every Audit Committee, with the Risk Management Framework approved in August 2023 and 

the first Strategic Risk Register presented in October 2023, with updates at each subsequent meeting. Committee Members have also received facilitated 

risk management training to enhance oversight in this area (January 2024).

The Strategic Risk Register is also reported to Senior Leadership Team on an 8 weekly cycle, with more frequent reporting (4 weekly) now in place for 

higher scoring risks.

The Council has appointed a Risk Manager who, supported by the Head of Internal Audit and Risk Management has been engaged with developing and 

implementing the council’s risk management framework throughout the organisation. Internal Audit will also be monitoring comp liance with the policy as 

part of all relevant audit reviews.



Commercial in confidence

•

•

•

•

•

A significant amount of work has been undertaken by Cumberland to ensure that Copeland’s ICT control environment meets the requirements of Public 

Services Network (PSN) Accreditation. An extensive ICT health check was commissioned and undertaken, with further extensive work undertaken to 

address remedial actions to obtain PSN certification for the legacy Copeland network.

The majority of the Copeland Infrastructure has been replaced and modernised and implemented in line with Best Practices.  This includes the Core 

network, the Firewalls, the VPN, and the Datacentre facilities.

Cumberland Council has registered a strategic risk in relation to cyber attacks, which has been given the maximum risk score available due to the 

current geopolitical risk environment.

The team are currently harmonising their operational risk registers and will work with the Council’s Risk Manager to produce an operational risk register 
that conforms to the Council’s Risk Management Framework. Disaster Recovery is addressed in the response to follow-ups.
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Significant action was undertaken by Copeland’s Head of Internal Audit during 2022/23 to address the recommendations made in the External Quality 

Assessment, with progress reported to Audit Committee on a regular basis.

A self-assessment of conformance with the PSIAS for 2022/23 was reported to Cumberland Audit Committee (August 2023) for all 3 district councils, 

including Copeland, resulting in an action plan, which has had progress reported to Audit Committee at subsequent meetings. A self-assessment will 

be provided for 2023/24, shortly followed by an independent external quality assessment.

Quality and Improvement Procedures (QAIP) are in-built into the existing methodology, but Internal Audit has recognised the need to develop an 

enhanced QAIP for the service and this will be in place from early 2024/25, which will include a training needs assessment for the service.
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These issues were predominantly in place due to the limited resource at Copeland in relation to procurement. Cumberland Council has a Procurement 

team in place who have either addressed or are working towards addressing the issues raised.

Contract Procedure Rules and Standing Orders are in place and a spend analysis tool is now in place and starting to be used to help monitor 

compliance.

A register of procurement waivers is maintained by the service.

A Contract Register is online on the external website. A ‘Contracts Finder’ form has been put in place to facilitate the register and this should be 

completed by officers when they award contracts over £25k plus VAT, so that the appropriate notification can be published on the government website 

Contracts Finder page and also to ensure contracts over £50k are added to the Council’s Contract Register. 

An intranet page has been developed to provide awareness of counter-fraud arrangements and Internal Audit & Procurement are working on an e-

learning package that will include procurement fraud.

The draft internal audit plan for 2024/25 also includes an audit of counter-fraud activity in place at the Council, which will comprehensively review the 

control framework in place at Cumberland and identify any further improvements that could be put in place.
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Balance as at 31 March

2017/18 2018/19 2019/20 2020/21 2021/22 2022/23

£m £m £m £m £m £m

GF balance 3.25 2.76 2.06 2.05 2.49 2.49

Council 

funded 

earmarked 

reserves

9.45 9.98 9.92 6.50 5.43 4.83
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Reporting date Total key 

recommendations 

overdue 

Priority 1 overdue Priority 2 overdue

31 March 2018 45 16 29

31 March 2019 32 12 20

31 March 2020 23 7 16

30 April 2021 18 8 10

31 March 2022 19 8 11

28 February 2023 25 8 17
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The financial planning 

weaknesses that have been 

identified at Copeland Borough 

Council  should be considered 

by Cumberland Council, and 

used to inform the design of 

arrangements to ensure 

financial planning is robust and 

provides sustainability for the 

delivery of services.

This includes ensuring levels 

of reserves are sufficient to 

mitigate financial risk, ensuring 

robust savings plans, providing 

sensitivity and scenario 

analysis for key financial risks 

within the budget, and 

providing sufficient information 

regarding the revenue impacts 

of capital expenditure and 

borrowing within budget report.
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The capital programme risks that 

have been identified at Copeland 

Borough Council should be 

considered by Cumberland Council, 

and used to inform the design of 

arrangements to ensure the capital 

programme is affordable and 

financing risk is mitigated.

This includes ensuring that the 

revenue implications of capital 

expenditure and borrowing are clearly 

highlighted in budget reports, 

ensuring that capital programme 

projections and the Treasury 

Management Strategy cover the 

same period, reviewing the inherited 

capital programmes from legacy 

councils to ensure they are affordable 

and develop a strategy for financing 

schemes dependent on borrowing.

The Council should ensure it 

complies with the requirements of the 

CIPFA Treasury Management in 

Public Services Code of Practice and 

with the treasury scrutiny 

requirements set out in the 

Constitution.
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Risk management reporting 

arrangements should be 

strengthened by mapping risks 

in the Strategic Risk Register 

to corporate priorities, 

allocating further required 

actions to named officers and 

providing target dates for 

implementation.

Report risk quarterly to the 

Audit Committee and annually 

to Executive, in accordance 

with the Risk Management 

Policy, to ensure that those 

charged with governance have 

a proper oversight of risk 

management arrangements.

Cumberland Council should 
consider the weaknesses 
identified with regard to the 
management of ICT risks at 
Copeland Borough Council as a 
priority to ensure that ICT 
controls and disaster recovery 
plans are robust going forward.



Commercial in confidence

Revisit the basis for providing 

a reasonable assurance 

internal audit opinion for 

2019/20 and whether this is 

justified by the reduced 

internal audit coverage.

Improve the quality of 

reporting on the 

implementation of internal 

audit key recommendations to 

the Audit Committee to include 

detailed narrative for all 

Priority 1 and Priority 2 

recommendations.

Continue to improve the 

effectiveness of the internal 

audit function and ensure that 

the positive direction of travel 

with regard to PSIAS 

compliance is maintained. 

This includes embedding the 

new working methodology to 

deliver internal audit work, 

continued review and reporting 

to Audit Committee of 

compliance with PSIAS, 

continuing to develop the 

quality and improvement 

process and ensuring that 

auditors undertake training.
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Cumberland Council should 

ensure that the actions 

identified in the CIPFA review 

of the effectiveness of the 

Audit Committee at Copeland 

Borough Council are 

addressed to ensure that there 

is an effective Audit 

Committee going forward.  

In particular ensuring sufficient 

training and support is 

provided to Audit Committee 

Members, providing frequent 

risk management reports to 

the Audit and improving 

governance arrangements 

through the production of an 

Audit Committee Annual 

Report and self-assessment.

Cumberland Council should 

consider the weaknesses 

identified at Copeland Borough 

Council regarding reporting on 

arrangements to prevent and 

detect fraud and corruption and 

ensure that robust arrangements 

are put in place going forward.

The Audit Committee should 

receive an annual counter fraud 

plan and regular progress 

reports on counter fraud activity.
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Implement the 

recommendations made by 

internal audit regarding the 

monitoring of progress with the 

composite action plan 

developed from external 

regulator reviews. 

Outstanding statutory 

recommendations should be 

added to the corporate 

performance management 

system and  SMT should 

regularly review the status of 

all recommendations. 

We recommend that the 

Cumberland Council considers 

the significant weaknesses 

with regard to procurement 

arrangements at Copeland 

Borough Council to ensure 

that arrangements are robust 

and transparent going forward.

This includes maintaining 

evidence that procurement 

activity complies with 

regulatory requirements, 

maintaining and reporting on 

the register of procurement 

waivers, and ensuring the 

contract register is maintained 

and published.
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